Pretty Good Privacy (PGP) File Encryption Instructions

There are many PGP compatible software products. The following instructions apply to
PGP Desktop. For other products, please refer to the product manual.

1) Open PGP Desktop application
2) Import PGP Public Key:
a. Double-click on the following file:

1

Universal PGP Key

b. The *Select Keys’ window will be displayed
4% Select key(s) g|

Select the key(s) vou would like to impart to wour keyvring:

Marme Ernail Yerified
EXQRRN =T Mews Hire Reporting Consolidated  security@policy-studies, cam

[ Select Al ] [ Unselect all ] [ Import l [ Zancel

c. Click on the Import button
3) Encrypt the file:
(Note: Screen may flicker during this step, do not be alarmed.)
a. From your computer desktop, right-click on the PGP Desktop icon:

Open
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Cpen with 3
e WinZip 3

Send To 4

PGP Desktop new PGP Zip, ..
Add "Test bxt" to

Cuk
Copy Secure "Test, bt with key. ..

Secure "Test bxt" with passphrase. ..
Create Shorkcut

Delete
Rename

_ add "Test, txt" ko PEP MekShare. ..
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b. Select “Add <file name> to new PGP Zip”
c. The New PGP Zip window is displayed:

PGP Zip Assistant

AEEN T L New PGP Zip

This assistant will help vou secure files and folders For storage or transfer, Drag and drop wour
files inta the box, or use the buttons below to browse for wou selection.

Marme Size  Type
E] Test.txt 4 bytes  Text Document
| .§| |5_| | |§;| | j' Send original files to PGP Shredder when finished [

< Back L Mext = J[ Cancel ] l Help

d. Click ‘Next’
e. The Encrypt window is displayed:

PGP Zip Assistant

P G P flgskiop 5.6 EEEEL=R7

Choose how vou wank ko encrypt Ea your recipients. If wou are unsure of a particular option
click it to see an explanation below,

(%) Recipient keys
1 have keys for all recipients {most secure)

(") Passphrase

1 don't hawve keys for all recipients, but they all use PGP Deskbop
() PGP Self-Decrypting Archive

Recipients do nok use PGP Deskkop

() Sign Only
Create a PGP Signature file {(no encryption)

Use this option if you have kevs For all recipients (an vour PGP Deskbop keyring, a
kevyserver, or the PGP Global Directory). It offers the highest security, I the encrypted
file is For you, wou must have a kevpair created using PGP Desktop. IF vou do nok, click
Cancel ko stop this PGP Zip Assistant, then choose File- =MNew PGP Key.

[ « Back JL Mext = J[ Cancel ] [ Help

f. Select ‘Recipient Keys’
g. Click ‘Next’
h. The Add User Keys window is displayed:



PGP Zip Assistant

DESktI][J 0.6 Add User Keys

Enter User Keys For recipients wou wank to encrypt to,

Enter the username or email address of a key

<] [ _add... |

"tg‘ PSI Mew Hire Reporting Consolidated <securi,.. Remave

[ < Back ]L Mext = J [ Cancel ] [ Help

J

i. Click ‘Add’
J. Add the New Hire Reporting Key

k. Click “Next’

I.  The Sign & Save window is displayed:
PGP Zip Assistant

PGP Dasktnp 0.6 Sign and Save

Signing wour PGP Zip allows wour recipients ko werify its authenticity, Confirm your signing key
and the save location belaw,

Signing Key

<MIONE =

Passphrase;

Show Keystraokes [

Save Location

| C\Documents and Settings), | [ Browse. .. ]

Save Detached Signaturels)

[ % Back ]L ek = J [ Cancel ] [ Help

J

m. Click ‘Next’
n. Select none as a signing key.
0. When the file is encrypted, the Finished window is displayed:




PGP Zip Assistant

Ple|P DESktEI[] 0.6 Finished

Your PGP Zip is secured

= [ zip
Processing Files individualky
PGP Zip: Test.bxt.pap
= 83 User Keys
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< Back Cancel

Help

Congratulations: You have imported a new PGP key.
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