Install and Configure FTP over SSL for West Virginia New Hire

Notes:

* You will need WinZip software, the compression utility for Windows, on the machine you will be
downloading File Zilla to. If you don't already have WinZip installed, download a free evaluation
copy from WinZip.

* Please create a username (FEIN) and password from the West Virginia New Hire Reporting
Center Web site before configuring SFTP.
https://newhirereporting.com/NewHireFunctions/EmpReg.asp?State=WV

* Please make sure that you have downloaded and installed the freeware version of FileZilla
(Provided by PSI). Instructions below.

Download the FileZilla client to your desktop and double click on the setup file to start the install.
=1 WinZip {Unregistered) - FileZilla_s -0 x|

File Actions Options Help

NI CESED

[T Qpen Favorites &dd Extrack Wi Checkout  Wizard
Mame ‘3, | Tvpe
Filefilla_z_Z 19a_setup.exe Application

a | i3

|selected 1 file, 3,411KB Tatal 1 file, 3,411KB VI

- Select English and click OK.

Installer Language x|

Please select a language.
=

()4 Zancel |
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- Please review then select | Agree on the license agreement.

FZ FileZilla 2.2.19a Setup =1l

Licenze Agreement
Please review the license terms before installing FileZilla 2.2.19a. .

Press Page Down ko see the rest of the agreement.

| GMU GEMERAL PUEBLIC LICEMSE ﬂ
Version 2, June 1991

Copyright () 1939, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 0Z2111-1307 USA
Everyvone is permitted bo copy and distribute verbatim copies
af this license document, but changing it is not allowed,

Preamble

_The licenses for most software are designed to take away your LI

If wou accept the kerms of the agreement, click T Agree to continue. Yaou must accept the
agreement to install FileZila 2.2.19a.

Mullseft Install Svstem 2, 15

I Agree I Cancel

- Accept the default components and click Next.

= Filezilla 2.2.19a Setup o ] S

Choosze Components
Choose which features of FileZilla 2.2, 19a ywou want bo inskall, .

Check the components ywou wank to install and uncheck the components vou don't wank to
install. Click Mext ko continue.

Select the bype of install:

Standard

—Description
~ ' FileZilla {require « - .
: — Positiomn wour mouse

Documentation o¥Er a component bo
English Docurm see its description,
[] French Docum

- [¥] additional languag
-] source Code

- [¥] Start Menu Shothz—
--[v] Deskrop Icon

e

4| I [

Or, select the optional
components wou wish bo
install:

Space required: 12, 1ME

rullsoft Install Swstem 2, 15

< Back I Mexk = I Cancel
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- Select the default destination folder and click Next.
FZ Filezilla 2.2.19a Setup o =]

Choose Install Location
hoose the Folder in which to install FileZila 2.2.19a,

Setup will install FileZilla 2.2, 19a in the fallowing Folder, To install in a different Folder, click.
Browse and select another folder, Click Mext to continue,

Destination Folder

_:\Program FilesiFileZila Browse, .. |

Space required: 12, 1MB
Space available: 10.6GE

Hullsaft Install System 2, 15

< Back I Mext = I Cancel

- Select the default start menu folder and click Next.

FZ Filezilla 2.2.19a Setup - 0] x|

Choose Start Menu Folder
hoose a Start Menu Folder For the FileZilla 2.2, 19a shortouts,

Select the Start Menu folder in which wou would like ko create the program's shortcuks, ou
can also enter a name to create a new folder,

ileZill:

Arcessaories -
Administrative Tools

Adobe

Attachmate EXTRAL X-treme

Camkasia

Canon PhotoRecord

Canon Ukilities

Cisco Syskems YPN Clienk

Del Accessaries

DVD43

FrontRtange Solutions j

™ Do not create shortcuts
Mullsaft Install 5ystem 2,15

< Back I Mext = I Cancel |
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- Select Use secure mode and click Install.

F= Filezilla 2.2.19a Setup o ] =S

General settings
Configure secure mode and setkings storage location .E

Run FileZilla in secure mode?
In secure mode, Filezila does not remember any passwards.
It is recommended o use secure mode if several people have access ba khis PC,

¥ Use secure mode
" Do ot use secure mode

FileZilla can stare its settings in bwao different places: In the reqistry and in an %ML File,

In most cases it is recommended ko use the XML,

If wou are in a mulki-user environment where each user has its own profile, wou should use
the reqgistry as storage location so that each user has its own settings for FileZilla as well.

% Use ML file
™ use reqiskry
™ | Fotce registey. exen it #iL file exists

rullsaft Install System 2,15

< Back I Inskall I Zancel

- Click Close after the install completes:

7/31/07

FZ Filezilla 2.2.19a Setup o ] |
Installation Complete
Setup was completed successFully,

Completed
Extract: FzReshor.dl ﬂ

Extract: FzResPo.dl

Extract; FzResRu.dl

Extract: FzRessk,dl

Create Folder: Z:\Documents and Settings|mbrandt)Start MenuiPrograms|FileZilla
Create shorkcub: C:\Documents and SettingsimbrandtiStart MenulPrograms|FileZillal. .
Create shortcut: C:Documents and Settings|mbrandt)Start MenuiPrograms|FileZillat, ..
Create shorkcub: C:\Documents and SettingsimbrandtiStart MenulPrograms|FileZillal. .
Create shorkcut: C:iDocuments and SettingstmbrandtDeskbophFileZila. Ink

Qukput: Folder: C:iProgram Files|FileZila

Extract: FileZila.pdb

Completed

Mullsaft Install Sywstem 2, 15

= Back: I Close I Zance|




- Double click on FileZilla icon 'Fiedila’ Jocated on Desktop

FZ Filezilla version 2.2.19a -ol x|
File Edt Transfer View Queus Server Help
J @ M HEI.E“F |a| L3RR | % H Address: I User: I Password: Prot: I Quickgunnecl"l
Local 5ile.|\ * | | Remate Site: -
=] i My Computer _*| | Filename | Fi\Es\zel Filetype Date | Time: Permissio
- C:
-4 D:
E-CEF
B2 G
S8 H:
BT
-5 K j
Filename # | Filesize | Filetype | Lask Modified |
- Lacal Disk
el Local Disk
E Disconnected M...
4] Disconnected ...
e Disconnected M.
L Disconnected M...
4 Disconnected ...
= Disconnected M.,
@=u Disconnecked M...
Ew Disconnected M.
';')V: D Drive
4 Disconnected M.
4 I ©
11 Folders.
Local Filename | Size | Direction | Remote Filename | Host: Status
Ready |Queua: Obytes @ @ 4

- On the Main Menu, click File, then Site Mananger.

fZ FileZilla version 2.2.16

5CW Edit  Transfer VYiew Queue Server Help

Sike Manager. .. Ctrl+5 ; F
Reconnect Ctrl+R

D riect “trl+D

Exit
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- Click the New Site button and enter WV SSL New Hire as the site name.

Site Manager
File

(=] My FTP

Sites

Site details
Host:

Servertype:

Logontype:

User:

3

Port:

Bypas

Password:

[ Mewsite | [ Mew Folder |

Comments:

Cancel

] [Save and Eﬁill

- Enter the information exactly as it is shown below.

o Host: sftp-wv-newhire.com
or 65.197.23.203
« Port:21

o Servertype: FTP over SSL (explicit encryption)

e Logon Type: Normal

o Enter the User (FEIN number) used on the WV New Hire Web site.

File

{3l My FTP Sites
Wy 551 Mew Hire

Mew Sike I Mews Folder I Delete I

Copy I Fename I .ﬁ.dvanced...l

 Site details

Hosk: Park:

|55.19?.23.203 |21

Serverbype:

[

IFTP ower S5L (explicit encryption)

Logonktvpe

 Anonymous % Mormal (0 Account

I Bypass proxy setkings

User: Accounk:

Password:

™ Don'k save password.

Comments:

' Default site

Conneck I

Cancel I

Save and Exik
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- Click on the Advanced button.
« Select Use active mode and click Ok.

File

i My FTP Sikes

Advanced settings for the site WY SSL Mew Hire'
(testuser @S, 197,23, 203)

H W' 551 New b

Default local direckory:
I .

Cefaulk remote direckory:

Passive transfer mode settings
i Use default (" Use passive mode ' Use active mode

Server timezone

Adjust remote file tirme by | O _:I hours |0 _:I minutes

Use LITFS on server if awvailable: I.qutg vI
cns_|

AT

I 1]

1
Mew Site I Mews Folder I Delete I
i Default sike
Copy I Fenarme I Adwvanced. .. I
Conneck I Cancel I Save and Exit

- Click the Save and Exit button.

File
Site details
‘23 My FTP Sites Hosk: Pork:
o Wit SSL Mew Hire ' l

MNew Sike I Mew Folder I Delete I

|55.19?.23.2|:|3

Serverbype:

|21

IFTP ower 350 (explicik encryplion)

=l

Logonkype

[ Bypass proxy setkings

 Anonymous % mormal 7 Account

Lser: Accounk:

Password:

I™ Dot save password,

Comments:

Copy |

" Dpefaulk site

Rename I Advanced. .. I

Conneck I Cancel I Sawve and Exit
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- Click the area circled in red and select the WV Site you configured. Enter the password you
chose on the WV New Hire Web site and select OK. FileZilla will connect and you will see the
screen shown in the next two screen shots.

Accept certificate? [gl
i |sgLer
= QOrganization: |pawitch Urit  RD

Common Mame:  |pawitch E-Mail: supporti@ipswitch, com
Country: us Towr: Lexington
State / Province: Ma
Other:
Subject
Organization: |pzwitch Unit  RD
Common Mame:  |pawitch E-Mail: support@ipswitch. com
Country: s Town: Lexington
State / Pravince: ha,
Other:
Walid
From: 10/19/2007 4:00:00 &b GRT
nil: 10/19/2007 4:00:00 &b GRT

Fingerprint [SHAT): BIB9506A 4F 3D 37937971 44 33 28 4CE293 24 38 FA VR

Summary: Self zigned certificate.

The ermor occured at a depth of 1 in the certificate chain.
Do pou want to trust this certificate?
[ Always trust this certificate

FZ Filezilla version 2.2.19a -0 il
File Edt Transfer Wiew Queue Server Help
J @ ¥ | I['.'-‘L E‘: ’6‘ ga 0 & R | % “ Address I User Password: Fort I | Quickgonnect"l
Local Site: |C:\ j Remate Site: j
EI i G ﬂ Filename: | Filesize | Filetwpe | Date | Time: | Permissio
{9 Config.Msi
-7 DELL
-{7) Documents and Settings
~{7) HP color LaserJet 3800
) instal
-5 M30OCache
i X
[ Program Fles Enter yliREESRER —I
Filename ¢ | F\\eslzel Filetype | L3 Please enter the password that will be uzed to connect
o. to the server:
E)config.Msi File Folder 7 I‘
[CH0ELL File Folder 1z
[C)Documents and Settings File Folder Hi Cancel
[C)HP calor LaserJet 3600 File Folder 7
[Syinstal File Folder 11232006 12:2... ]
CIMs0Cache File Folder 12/6{2005 13:4...
(CProgram Files File Folder TB[2007 15:2...
[CIRECYCLER File Falder 1206/2005 16:5...
() 5ystem Yolume Informa... File Folder 12/6f2005 13:3...
E)Temp File Folder 1f24{2006 8:37...
[CIWINDOWS File Folder 71712007 9:28...
[F1ALUTOEKEC,BAT 0 M5-DO5Batch File  12/6/2005 13:2... j 1 I I ﬂ
11 Folders and 12 files with 1612683428 bytes,
Local Filename | Sizel Direction | Remaote Filename | Hast: | Skatus
Ready \Queue: Obytes @ @ 2
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- The area circled in red indicates that a successsful connection has been made. Now you can
submit your file. Select the file for submission from the area in green in this example, right click
on it and select upload. Upon completion you will see your file (circled in blue) in the right area,
which indicates it was submitted succesfully.

- Connected to WY SS5L New Hire (65.197.23.203) - |El|ﬂ
File Edit Transfer Wiew Queus Server Help
J @ e | T'.S'L T:'F Q | g> 8 @ R | 7 |J Address: I User: I Password: I Paort: I Quick connect I
: — =1

Fesponse:

200 Type T .
PORT 192.168.11.74.14.17
200 cormmand successful
LIST

150 Opening A5CI data connection for directany listing
22E transfer complete
successful

Status:

=

Local Site: | (=43 LI Femote Site: | /users/testuserl/ -~
[EE=—ya ;I Filenames -~ I Filesizel Filetvpe I Time I Permissio
i D) Config.Msi
+1-|L) DELL J 4 Text Docu... 07/18/2007 16:33 FuAE-s-
@ Documents and Settings
1) HP color LaserJet 3600
1) install
) MSOCache
[+~ Proaram Files =
Filename _# [ Filasize | Filetype [ Last Modified -]
AUTOEXEC.BF\T 0 M3-DOS Bakch File  12/6/2005 13
"% boot.ini 211 Configuration 5...  1Z/6/2005 13:1..,
COMFIG.5YS 0 System File 12/6/2005 13:2...
@ Exchange Serwver Setup... 363 KB Text Docurnent 12/15/2005 1
|2 hpgimgre resources. di 26 KE Application Ext...  12/6/2003 14:1...
= 10.5vs 0 System file 12{6/2005 13:2...
MSDOS5.5%5 0 System file 12)6/2005 15:2...
[INTDETECT.COM 46 KB MS-DOS Applica...  S/4/2004 6:00 AM
244 KB System file B{4/Z004 6:00 AM
1536 ME  Systern File FITI2007 9:26...
4 Text Document FILFIZ007 17:0...
1 ME Text Document 71212007 9:38 AM
~|l4] | |

Selected 1 File with 4 bytes.

1 File with 4 bytes.

Local Filenarne I

Size I Direction I Remote Filename

I Host I Skatus

Ready

|Queue: O bytes & & 2
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